Trustee of the AT&T Pension Scheme

Fair Processing Notice

Under data protection law, we are required to provide you with certain information about how
we process your personal data. Please note that this Notice is for information only and no action

is required by you.

Your privacy is important to us. We will process your personal data in accordance with applicable data

protection law.

The data controller in respect of the personal data you submit to us either directly, via the scheme
administrator (Capita) or via AT&T Global Network Services (UK) B.V. (the Principal Employer of the
AT&T Pension Scheme (the "Scheme")) is the Trustee of the Scheme. You can contact the Trustee by
email at ATTpensionscheme@capita.com, by phone on 0800 121 4704 or by post to AT&T Pension
Scheme c/o Capita Employee Benefits, PO Box 555, Stead House, Darlington, DL1 9YT. We use your
personal data that is provided to us to administer and manage your pension and pay you or any person

in respect of you the benefits provided by the Scheme.

We process the personal data that you provide to us for the purpose of administering and managing
your pension and paying you and/or your spouse and dependants benefits. We therefore process your
personal data on the legal basis that the processing is necessary for the performance of the contract of
employment between you and AT&T Global Network Services (UK) B.V. (or other Scheme employer)
regarding your participation in the Scheme, to comply with our legal obligations and to further our
legitimate interests as trustee of the Scheme (i.e. to effectively operate, administer and audit the
Scheme; prevent fraud; keep our records up to date and any other legitimate interests that we may
identify, provided always that your interests and fundamental rights do not override those interests). If
you do not provide us with the personal data that we specify is required for administration of the Scheme

then we may not be able to administer the benefits provided by it.

As well as collecting it directly from you, we may receive your personal data from other sources,
including [your employer (or its suppliers), your IFA, from track and trace services, from HMRC or law
enforcement or regulatory agencies or (if you are a beneficiary or potential beneficiary), from expression
of wish forms completed by a member of the Scheme]. Personal data that a third party may provide to

us for the purpose of administering the Scheme may include (but is not limited to):

o [identity data, such as first name, last name, maiden name, marital status, date of birth, national
insurance number and gender;
. contact data, such as postal address, email address and telephone number;

. medical information in relation to ill-health retirement requests; and



. financial data, such as bank account details, past activity relating to the Scheme, information
relating to contributions or benefits under the Scheme, your status as a Scheme member, and

information relating to your tax band.]

We will transfer your data to AT&T Global Network Services (UK) B.V., any other participating
employers in its group and their advisers, the Scheme's advisers, service providers and partner
organisations (such as Boardpacks and Lexis Nexis) to the extent that it is necessary for the
management and administration of the benefits provided by the Scheme. We may also disclose your
information to third parties (including the Trustee of the AT&T ISTEL Pension Plan and its advisers) in
order to operate, administer and audit the Scheme responsibly, in the event that your employer is
involved in any corporate reorganisations, in the event that we decide to de-risk or insure any of the
benefits provided by the Scheme (in which case we may disclose your personal data to the prospective
insurer) or where we are under a duty to disclose your personal data in order to comply with any legal
obligation or to protect the rights, property, or safety of the Trustee, the members of the Scheme, or
others. We do not use your data for marketing or transfer personal data to other organisations for the

purpose of marketing their goods or services.

Your personal data may be processed outside of the United Kingdom where required in order for us or
AT&T Global Network Services (UK) B.V. to provide benefits to or in respect of you. In each instance,
we have ensured that the processing of your personal data outside the United Kingdom is governed by
the Standard Contractual Clauses approved by the UK Information Commissioner’s Office (or other
appropriate safeguarding mechanism under applicable data protection legislation). If any such transfers

affect you, you can contact us for more information..

We will keep your personal data stored on our systems for as long as it takes us to provide the pension
and other benefits provided under the rules of the Scheme. We will retain and use your information as
necessary to comply with our legal obligations, resolve disputes and enforce our rights. We review our
data retention policies regularly and will retain your personal data only as long as necessary for the

purpose for which we process that data.

Data Protection legislation gives you the right to access information held about you as well as the rights
in some circumstances to restrict, object to the processing of, rectify and / or erase your personal data.
Where we or third parties are processing your personal data on the basis that you have consented to
that processing then you are entitled to withdraw your consent. If you do withdraw your consent, we
may still be able to process some of the data that you have provided to us on other grounds. However,
some data, for example data in relation to your health or personal life, are necessary for us to process
in order to perform our obligations under employment law and the law relating to social protection.

Therefore, we do not require your specific consent to process that information.

You are entitled to receive the personal data that you have provided to us in a structured, commonly
used and machine-readable format, and to transmit that data to another data controller. You can

exercise your data protection rights by contacting our administrators, Capita Employee Benefits, whose



details are listed above. If you are unhappy with the way in which your personal data is being processed
you have a right to lodge a complaint with the Information Commissioner’s Office. You can report your
concerns by telephoning their helpline on 0303 123 1113 or through their website at

https://ico.org.uk/concerns.

Where third parties (such as the Scheme’s advisers) are required to process your personal data in order
to assist the Trustee in administering the Scheme, those third parties may themselves act as data
controllers in respect of the way in which they process your personal data and produce their own fair
processing notices (also referred to as ‘privacy notices’). Aon Solutions UK Limited and the Scheme
Actuary, currently Jay Harvey of Aon Solutions UK Limited (together “Aon”), are data controllers in
respect of personal data that they process in order to assist with the administration of the Scheme. They
have asked the Trustee to provide you with access to their fair processing notice which explains how
they process personal data and meet their compliance obligations under privacy laws. A copy of Aon’s

fair  processing notice is available here -  www.aon.com/unitedkingdom/retirement-

investment/retirement-investment-services-privacy-statement.jsp.
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